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	In this whitepaper, the authors introduce the first model-stealing attack that extracts precise, nontrivial information from black-box production language models like OpenAI's ChatGPT or Google's PaLM-2. Specifically, their attack recovers the embedding projection layer (up to symmetries) of a transformer model, given typical API access. For under $20 USD, their attack extracts the entire projection matrix of OpenAI's ada and babbage language models. They thereby confirm, for the first time, that these black-box models have a hidden dimension of 1024 and 2048, respectively. They also recover the exact hidden dimension size of the gpt-3.5-turbo model, and estimate it would cost under $2,000 in queries to recover the entire projection matrix. They conclude with potential defenses and mitigations, and discuss the implications of possible future work that could extend this attack.

	tags | exploit, paper, vulnerability
	SHA-256 | 35bb26fb1fe58d91b595fbecc219b129076e6cc3ae746288dc27c6fa0d128e6a
	Download  | Favorite | View


Related Files
Share This

	
	
	LinkedIn
	Reddit
	Digg
	StumbleUpon






 
Login or Register to add favorites

    
    
     

    
      
        
      

      
        
	 Follow us on Twitter
	 Follow us on Facebook
	 Subscribe to an RSS Feed







File Archive:
March 2024

<	Su
	Mo
	Tu
	We
	Th
	Fr
	Sa


	
	
	
	
	
	1
Mar 1st
16 Files


	2
Mar 2nd
0 Files




	3
Mar 3rd
0 Files


	4
Mar 4th
32 Files


	5
Mar 5th
28 Files


	6
Mar 6th
42 Files


	7
Mar 7th
17 Files


	8
Mar 8th
13 Files


	9
Mar 9th
0 Files




	10
Mar 10th
0 Files


	11
Mar 11th
15 Files


	12
Mar 12th
19 Files


	13
Mar 13th
21 Files


	14
Mar 14th
38 Files


	15
Mar 15th
15 Files


	16
Mar 16th
0 Files




	17
Mar 17th
0 Files


	18
Mar 18th
10 Files


	19
Mar 19th
32 Files


	20
Mar 20th
0 Files


	21
Mar 21st
0 Files


	22
Mar 22nd
0 Files


	23
Mar 23rd
0 Files




	24
Mar 24th
0 Files


	25
Mar 25th
0 Files


	26
Mar 26th
0 Files


	27
Mar 27th
0 Files


	28
Mar 28th
0 Files


	29
Mar 29th
0 Files


	30
Mar 30th
0 Files




	31
Mar 31st
0 Files


	
	
	
	
	
	






Top Authors In Last 30 Days

	Red Hat 196 files
	Ubuntu 83 files
	Gentoo 25 files
	Debian 16 files
	SoSPiro 14 files
	Apple 10 files
	nu11secur1ty 8 files
	tmrswrr 7 files
	malvuln 6 files
	ByteHunter 5 files




File Tags
	ActiveX (933)
	Advisory (84,514)
	Arbitrary (16,605)
	BBS (2,859)
	Bypass (1,826)
	CGI (1,032)
	Code Execution (7,608)
	Conference (687)
	Cracker (844)
	CSRF (3,370)
	DoS (24,433)
	Encryption (2,383)
	Exploit (52,684)
	File Inclusion (4,248)
	File Upload (983)
	Firewall (822)
	Info Disclosure (2,835)
	Intrusion Detection (905)
	Java (3,118)
	JavaScript (888)
	Kernel (6,968)
	Local (14,675)
	Magazine (586)
	Overflow (13,006)
	Perl (1,430)
	PHP (5,180)
	Proof of Concept (2,365)
	Protocol (3,690)
	Python (1,596)
	Remote (31,340)
	Root (3,616)
	Rootkit (520)
	Ruby (617)
	Scanner (1,649)
	Security Tool (7,969)
	Shell (3,241)
	Shellcode (1,217)
	Sniffer (899)
	Spoof (2,256)
	SQL Injection (16,502)
	TCP (2,422)
	Trojan (688)
	UDP (897)
	Virus (668)
	Vulnerability (32,507)
	Web (9,851)
	Whitepaper (3,770)
	x86 (967)
	XSS (18,143)
	Other


File Archives
	March 2024
	February 2024
	January 2024
	December 2023
	November 2023
	October 2023
	September 2023
	August 2023
	July 2023
	June 2023
	May 2023
	April 2023
	Older


Systems
	AIX (429)
	Apple (2,070)
	BSD (376)
	CentOS (57)
	Cisco (1,927)
	Debian (6,984)
	Fedora (1,693)
	FreeBSD (1,246)
	Gentoo (4,466)
	HPUX (880)
	iOS (371)
	iPhone (108)
	IRIX (220)
	Juniper (69)
	Linux (48,919)
	Mac OS X (691)
	Mandriva (3,105)
	NetBSD (256)
	OpenBSD (488)
	RedHat (15,291)
	Slackware (941)
	Solaris (1,611)
	SUSE (1,444)
	Ubuntu (9,373)
	UNIX (9,378)
	UnixWare (187)
	Windows (6,641)
	Other



      


  






  

    
        
    © 2022 Packet Storm. All rights reserved.

    


    
    	Site Links
	News by Month
	News Tags
	Files by Month
	File Tags
	File Directory

    
    


    
    	About Us
	History & Purpose
	Contact Information
	Terms of Service
	Privacy Statement
	Copyright Information


    


    
		Services
	Security Services
	Hosting By
	Rokasec

   
    

    
    	 Follow us on Twitter
	 Follow us on Facebook
	 Subscribe to an RSS Feed


    


  












